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TO:		NAU Campus Community

FROM:		John Haeger, President

SUBJECT:	FERPA and Confidentiality of Data 

DATE:		April 17, 2009


This memo is a reminder about our institutional responsibility to keep student information confidential. The Family Educational Rights and Privacy Act (FERPA), enacted by Congress in 1974, describe the requirements regarding the privacy of student records. FERPA guidelines govern the release of educational records and access to those records. Personally identifiable information in an education record may not be released without prior written consent from the student. 

School officials are provided access to student records, including data warehouse information and Business Objects reports, only through an exception to the law that allows personnel who have a legitimate educational interest access to the educational records.  

A “legitimate educational interest” is the demonstrated need to know by those officials of an institution who act in the student’s educational interest, including faculty, administration, clerical, (professional or student employees), and other persons who manage or use student record information. Faculty and staff are generally determined to have legitimate educational interest and may thus be provided access to student records through LOUIE under the condition that they do not share the information with third parties without the student’s consent. School officials should never view or access student record information unless they clearly need to do so in order to fulfill their job responsibilities. Faculty and staff who violate these conditions will lose their access to student information. 

Protection of student educational records is an important duty of all NAU personnel. Just as we would not want our personal information to be available in a public manner, so must we also take action to safeguard our students’ privacy and data.  Recent amendments to FERPA clarify the conditions that apply to disclosures without consent. These clarifications specifically relate to health and safety emergencies and disclosures to contractors and other outside parties in connection with outsourcing, provided that certain conditions have been met. The complete Federal Register Notice can be found at: http://www.ed.gov/legislation/FedRegister/finrule/2008-4/120908a.pdf
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